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NMPOrPAMMHOE OBECIMEYEHUE OJ11 OBHAPYXXEHUSA
CrOBOPOB B OHJIAAH-3K3AMEHAX C MHOXXECTBEHHbIM
BblBOPOM - OB30OP

KoMmbloTepbl MCMOMb30BaNMCh B BbICLIWX yHeOHbIX 3aBEAEHUNAX 1S OLEHKM CTYAEHTOB Ha NPOTAXEHUN AecaTUneTin. MporpaMmHoe
obecrneyeHwe, NoO3BONSIOLLEE MPOBOANTL OLEHMBAHME YHaLLMXCSA (4AaCTO Ha3biBaeMOe KOMMbIOTEPHbIM oLieHnBaHeM unn CAA), ctano
LUIMPOKO KOMMEPYECKU JOCTyMnHbIM B 1990-X rogax, 1 MHorve y4ebHble 3aBeeHNs Havany SKCNePUMEHTUPOBATL C STUMM NakeTaMu.
PacTyllas AOCTYMHOCTb CETEBbIX KOMMbIOTEPOB K cepefHe 1990-x rogos No3Bonnia NpeaocTasaTe OLeHKN 1 apyrne obpasoBaTesib-
Hble ycnyri B VIHTepHeTe ¢ nomoLLbio Be6-0pay3epos, HO Mpobrema 3TOro OHNaMH-TeCTa 3akIlio4aeTCs B CroBOpe U MOLLIEHHWUYECTBE.
Mo Mepe Toro, Kak OHMaMH-3k3aMeHbl CTaHOBATCA BCe Oornee MonynsipHbIMM, BO3MOXHO, C BO3MOXHOCTbIO TOrO, 4TO yYalummcs byaet
pa3peLleHo caaBaThb UX yAaneHHo, BEPOSTHOCTb CMNChIBAHMS MOXET ObITb HAMHOTO BbILLIE, YeM Ha TPAAMLUMOHHOM 3K3aMeHe. DK3aMeH,
KOTOPbI MPOBOAMTCS AUCTAHUMOHHO, HY>KAAETCS B HEKOTOPOW (hopmMe obecredeHns Ka4ecTBa, HToObl MPeaoTBPaTUTL U OOHAPYXNUTL
MOLLIEHHMYECTBO U CrOBOP MEXAY KaHAMAATaMU. DK3aMeHbl C MHOXeCTBeHHbIM BbibopoM (MCQ) npeAcTaBnsioT 0cobbin MHTepec ans
OLeHVBaHMA.

CrepoBaTenbHO, 3Ta CTaTbs MOCBALLEHA 0030pY Pa3NMYHbIX MPorpamMm, Takmx Kak LERTAP, nHaekc Harpp-Hogan, Scrutiny!, Integrity
1 SCheck, koTopble MOryT peLUnTb NPobreMy CroBopa npu oHNanH-3k3amerHe MCQ.
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COLLUSION DETECTION SOFTWARE IN ONLINE MULTIPLE CHOICE EXAMINATIONS - A REVIEW

Computers have been used in higher education to assess students for decades. Software to allow assessments to be delivered to students
(often referred to as computer-assisted assessment, or CAA), became widely commercially available in the 1990s, and many institutions
began to experiment with these packages. The increasing availability of networked computers by the mid-1990s allowed assessments
and other educational services to be delivered online with web browsers but the problem of this online test is collusion and cheating.
As on-line examinations become more popular, perhaps with the possibility of students being allowed to sit them remotely, the oppor-
tunity for cheating could be much higher than the traditional examination. An examination that is sat at a distance need some form of
quality assurance to prevent or detect cheating and collusion between candidates. Multiple choice question (MCQ) examinations are
of particular interest in assessment.

Hence this article focuses on overview of various software’s like LERTAP, The Harpp-Hogan index, Scrutiny!, Integrity and SCheck that
can tackle the problem of collusion in online MCQ examination.
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Imost overnight, the COVID-19 pandemic forced

all classes online, and along with the classes, all
exams. This meant that human proctoring was no
longer possible, not for formerly face-to face classes,
nor for distance-ed classes, which often depended on
employers, libraries, or testing centers to supply
proctors for individual students. This raised a great
deal of concern that cheating would undermine the
integrity of exams, and thus subvert the validity of
grades.

The emergence of a range of learning and teaching
environments beyond the traditional face-to face en-
vironments, the increased complexity of academic

work, and heightened expectations of students has im-
posed a new set of challenges on teaching staff.
Multiple-choice question examinations continue to be
popular for both formative and summative assess-
ments. The recent advances in computer, web and net-
work technology make online administering of MCQ
exams an increasingly attractive and feasible option.
Online MCQ examinations have become one of the
assessment methods in several universities. The prin-
cipal motivation for these weekly/monthly quizzes is
to enhance the students’ learning but collusion has
been identified as a major problem, that need to ei-
ther cancel the online MCQ test and decide to opt for
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a traditional approach. In fact, there would be cheat-
ing observed with the traditional approach. As its
know that the main challenge of online testing is to
solve the problem of plagiarism and collusion [1, 2].
This article focuses briefly on different software’ that
can tackle the problem of collusion in online MCQ
examination. The implementation of these methods
would make difficult for students to cheat and also
discouraging them from being dishonest.

There are different ways the students can cheat in
the online quiz:

- When large number of students is taking test at
the same time the students can typically see the screen
of the person sitting next to them easily.

- Students who have taken the test can pass the
answers to others.

- There are various cheating devices (technological
and otherwise), e.g., it would be possible to commu-
nicate answers via a small undetectable mechanism
like a vibrating mobile phone to each others.

There are several studies of sociological factors
that motivate rational cheating behavior including
specific work on behavioral modeling and gender dif-
ferences [3, 4].

There are a few statistical methods to detect col-
lusion during examination. An earliest statistical
method that documented in literature was bird index
proposed by bird (1927, 1929) [5, 6]. For pairs of ex-
aminees, Bird suggested three approaches which are
based on the inspection of observed distributions of
the number of identical wrong responses. Subsequently,
Crawford devised his index in 1930 similar to Bird’s
procedure which is also based on the percentage of
pair’s wrong answers that were similar. Crawford
computes the index using a test of the difference be-
tween proportions [7].

Cody RP (1985) has used correlated errors as a
simple measure of possible collusion in medical MCQ
examinations [8]. In another study by Angove WH
(1974), observed that the regression analyses between
several possible indices to observe correlations in er-
rors and runs of correlated results between pairs of
candidates [9]. Kvam PH has recommended that a
class be given two subtly different examination pa-
pers, so that the copier writes down what is, in ef-
fect, the wrong answer. In this way, and by employ-
ing a maximum likelihood calculation, it was possible
simultaneously to penalize and detect cheats, but this
approach is only appropriate in an invigilated envi-
ronment [10].

There are several disadvantages of using correla-
tion analysis for detection of collusion such as it is
necessary to take into account the ability of the stu-
dents. When comparing two very able students, it
would not be surprising to observe a significant num-
ber of correlated correct answers, simply because they
got so many correct. Similarly, in negatively marked
tests, two very risk averse students would be expect-
ed to show a relatively high degree of correlation in
terms of preferentially choosing a penalty-free ‘don’t
know’ option if it is available.
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A statistical test for answer copying on multi-
ple-choice tests based on Cohen’s kappa was devel-
oped by Sotaridona, van der Linden and Meijer
(2006) [11]. The test is free of any assumptions on
the response processes of the examinees suspected of
copying and having served as the source, except for
usual assumption that these processes are probabilis-
tic.

Belov and Armstrong (2010) have proposed a bi-
stage approach which combines two statistical ap-
proaches in successive stages. The first stage uses
Kullback-Leibler divergence to identify examinees,
called subjects, who have demonstrated inconsistent
performance during an exam. For each subject the sec-
ond stage uses the K-Index to search for a possible
source of the responses. Both stages apply a hypoth-
esis test given a significance level. Computational de-
tails for Kullback-Leibler divergence index can be
found in Belov and Armstrong (2010) [12].

SOFTWARE PROGRAMS

1. Lertap

The Laboratory of Educational Research Test
Analysis Package, «<LERTAP», is a classical item and
test analysis system. Lertap also analyzes surveys and
mastery tests. Lertap’s original RSA method was
based on the "Harpp-Hogan index”, also known as
the Harpp-Hogan ratio. It uses response similarity
analysis (RSA) methods to detect cheating (Larry R.
Nelson 2006) [13, 14]. The H-H index is based on two
characteristics of the students’ item responses: the
number of exact errors in common (EEIC) and the
number of different responses( D). The H-H index is
expressed as a ratio of these two numbers: HH =
EEIC/D [14]. Two students are said to have an "ex-
act error in common” when they both select the sim-
ilar distractor to an item, that is, when they choose
exactly the same incorrect answer to an item. Harpp,
Hogan, & Jennings described it to be ”a powerful in-
dicator of copyin”. They mentioned that analyses of
well over 100 examinations during the past six years
have shown that when this number is 71.0 or higher,
there is a powerful indication of cheating. In virtual-
ly all cases to date where the exam has “30 or more
questions, has a class average < 80 % and where the
minimum number of EEIC is 6, this parameter has
been nearly 100 % accurate in finding highly suspi-
cious pairs. But according to a study by Larry R
Nelson (2006), have concluded that the H-H index
should be used with great caution. RSA is use to see
if the responses of any two test takers were "exces-
sively similar”, even previous study by Wesolowsky
supported this findings [1]. So if RSA is carefully
used might check the possible presence of cheating in
an examination environment. In Mid-July 2012,
Assessment System Corporation released Lertap
5.10 for use with Excel 2010. There were three things
particularly addressed in this current edition: provid-
ing access to more immediate on-line help for users,
getting Lertap to provide more warning flags for items
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which may have problems, and to make "packed
plots” easier to get.

2. Scrutiny!

It is a commercial package which may be obtained
from Assessment Systems Corporation. This software
helps in the detection of possible cheating and/or test
compromise. Scrutiny! uses error similarity analysis to
identify examinees whose responses are suspiciously
similar and provides precious information to support
other indications of possible misconduct. Cizek (2001)
stated that Scrutiny! is "easy to use”, and "is compat-
ible with many common input file formats”. But
Cizek also related that Scrutiny! uses “a method
which, unfortunately, has not received strong recom-
mendation in the professional literature” [15].
However, Scrutiny! software is no longer available
through Assessment Systems Corporation.

3. Integrity

This is a wide-ranging system which includes not
less than five different methods of cheating detec-
tion, among them the "g2” procedure developed by
Frary, Tideman, and Watts (1977) [16]. Using
Integrity involves an off-line "batch” process some-
what reminiscent of mainframe computing: (1) the
two data files required by the program are prepared
on the user’s computer; (2) the files are uploaded to
the Integrity computer via the internet; and, (3) af-
ter a period of time, Integrity’s results are then
downloaded, again using the internet. Users don’t
have to wait for their job to finish — once a job is
submitted in step (2), a user may turn off his/her
computer, and re-connect to the Integrity computer
at a later time.

4. The SCheck program

This is the name of a program written by Professor
Wesolowsky of McMaster University, Canada, which
is published in the Journal of Applied Statistics in
2000 [1]. The g2 collusion index seen in Integrity
stems from what Wesolowsky (2000) has referred to
as the ”"seminal work” of Frary, Tideman, and Watts
(1977) [16]. Wesolowsky’s paper presented a modifi-
cation to Frary et al. In researching Wesolowsky’s
modification, Tideman and Kheirandish (2003) [17]
found it had ”noticeably better power than the prob-
abilities suggested by Frary et al.”. Better power
means that Wesolowsky’s method has a greater like-
lihood of rejecting the response-independence hypoth-
esis if the hypothesis is in fact false — it is more ca-
pable of detecting possible cheating, less likely to
make a Type II error.
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CONCLUSION

Multiple choice question (MCQ) examinations are
of particular interest in assessment because they offer
a tractable method of assessing ability across a wide
range of topics. It is expected that all of the software
systems stated in this article will continue to improve.
In conclusion, the appropriate software used should
have a good user-friendliness, plagiarism prevention,
and above all, software should detect cheating. We
feel it is good to use a combination of technologies to
provide the support best suited to the assessment,
rather than trying to fit the assessment to an off-the-
shelf e-learning environment.
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